	Job Title
	 Security Operations Analyst 

	Grade
	 C 

	Directorate
	Technology – Operational Business Services 

	Job Purpose
	
The Security Operations Analyst receives, collects, and collates information and intelligence on cyber security matters, incidents and data breaches. Undertakes the rigorous, evidential, confidential and sensitive research and analysis of information from a wide range of sources and in varying formats using sophisticated technology and techniques. Undertake provisional investigation of specific issues and prepare reports and recommendations on specific matters or trends in general. You will be empowered to influence and make decisions in an open and supportive environment with the freedom to grow, learn and innovate as the organisation, threat landscape and SecOps practices continue to evolve.











	Accountabilities
	1. Be the main point of contact for receiving information and intelligence on security incidents, requests and general queries.
2. Consult on the physical security of CQC buildings and conduct site visits to ensure that all CQC properties and external contractors who handle CQC data maintain a high level of security, in line with national standards.
3. Experience using Microsoft tools such as Azure, Defender XDR, and Sentinel. 
4. Liaising with internal and external colleagues, providing technical and general advice on all cyber security matters. 
5. Undertaking confidential and technically complex research and investigations in relation to security breaches as requested or using your own initiative and judgement. 
6. Undertaking detailed root cause investigations for cyber incidents with skilled interpretation and analysis of information. 
7. Participation in the development of governance documentation (policies, standards, procedures, reporting, proposals, analysis). 
8. Participate and contribute to exercising and testing programmes as a means of driving security improvement.
9. Proactively supporting the effectiveness of Information Asset Security. 
10. Support with threat detection, cyber security event/incident response, and leading forensic investigations. 
11. Work collaboratively with technology teams and the Security Operations Lead to remediate vulnerabilities and reduce the attack surface. 
12. Continual improvement of cyber defence capabilities including M365 and XDR Defender suite.
13. Analysis of threat and vulnerability information with the ability to suggest a course of action. 
14. Role models inclusive behaviors in everyday interactions. 
15. Promotes a culture of respect and fairness and understands personal responsibilities around delivering against CQC diversity and inclusion strategy.
16. Demonstrate competence and supports others to achieve behavioral excellence through our Success Profiles (insert link) ensuring yourself and those you work with are the best that they can be. 
17. Role models and supports others to instill our values into everything that we do. 
18. All duties commensurate with your role and responsibilities.





	Specific skills and experience
	1. Experienced in managing competing priorities, excellent organisation skills and delivering on time.
2. Experience using Microsoft security technologies such as Sentinel, XDR etc.
3. Understanding of common security standards, frameworks and regulations (DSPT, ISO2700x, GDPR, CAF, MITRE, ITIL).
4. Experience working with PowerBI would be beneficial.  
5. The ability to communicate security issues to peers and management.
6. Experience with working across complex multi-supplier/team environments to achieve the desired outcome.
7. Good verbal and written communication skills, with the ability to communicate effectively with colleagues.
8. Demonstrate excellent planning and organisational skills with the proven ability to prioritise and manage multiple tasks.
9. Tenacity and drive, maintaining focus and judgement in complex environments.
10. Highly collaborative, with strong partnership-building and interpersonal skills.
11. Copes with ambiguity and is comfortable working independently in a fluid environment.



Qualifications: 

1. Microsoft Security and Azure Qualifications (not essential, but desired)
2. All Cyber security industry qualifications (not essential, but desired)


	
	

	
	

	
	

	



 
	

	
	

	



Values & Behaviours




